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I will first dwell on the main areas of work of the PMP over the last year.

As may be remembered from last year’s report, the International Telecommunications Union (ITU) invited the PMP  to make contributions, as an independent NGO, to its Global Cybersecurity Agenda Programme to Assist Developing Countries, a 2 year project that is presently being finalized.

Immediately subsequent to last year’s Erice Seminar, the PMP provided the ITU Secretariat with a list of topics for its possible input; the list can be found on pp. 407/408 of the Erice Yearbook of the 38th (2007) session. Due to internal changes in the ITU Secretariat, the choice for our contribution was made only earlier this summer: the ITU now expects a PMP contribution to its planned Toolkit for Promoting a Culture of Cybersecurity. In a division of labor, PMP members have taken this work in hand without delay, and various draft papers, some of them in more than an incipient state, now await an ordering and collating effort. It is envisaged that our work will be integrated into the ITU’s own drafting effort at a working meeting in Geneva, presumably this fall.

Another project the PMP has taken up is the compilation of a Top Cyber Security Problem list. In the rapidly changing digital world with shifting zones of risk, it appeared useful to identify those issues - legal, political and technical -  that more than others require attention and research; a similar list has not been published and discussed publicly for a number of years. The PMP, from its interdisciplinary vantage point believes it important to elaborate and publicize such a list of priorities which would make it possible for a wider global audience to recognize the security needs in context, assign priorities to research projects and to facilitate funding. Indeed, it is vital that all countries begin to address the identified problems and to seek mechanisms by which solutions and approaches can more readily and rapidly be shared. The prestige of the World Federation of Scientists will assure our document a high degree of attention.

For constituting this very concise list - already available in draft form but still awaiting additional inputs - , the PMP has sought advice from internationally known cybersecurity experts. It is planned to make the Top Cyber Security Problem List, under a cover letter from the President of the WFS, available to the ITU for its consideration in its Global Agenda on Cybersecurity, to the EU Commission, to the US legislative and scientific community and other international fora and actors. The Secretary General of the ITU has already shown interest in this project.

The Problem List will place special emphasis on the need (a) to develop international law and make it operative for the cyber age, especially in the face of the emerging threat of, and recent first occurrences of, cyberwar; (b) to harmonize cybercrime laws, specifically in the penal and law enforcement areas. The list will also underline the need for global scale identity management; the new security challenges of mobile systems and of the on-going massive process of convergence of digital communications towards universal global networks.

Other areas of work of the group are enumerated in the Chairman’s Report for 2007, but some may also be deduced from the themes of the Plenary Meeting on Information Security (“The Crisis in the Internet”) held on August 21 (new challenges to cryptography, cyberwarfare and cyberdefense).

The Plenary Meeting, with the presence of the Secretary General of the ITU, Dr. Hamadoun Touré; of one of the inventors of the Internet Protocol (IP), Mr. Robert E. Kahn; and Dr. Bus, the Head of the ICT Security Program at the European Commission, also exemplified the continuous effort of the PMP and its members to connect and work with international fora. In the same perspective, three members of the group participated in the 2008 Facilitating Meeting on cybersecurity of the ITU in May, an annual event which last year’s Report characterized as “a form of cybersecurity summit and central trading place for cybersecurity information”. The Chairman was invited to make a presentation in plenary. Two PMP members have been appointed to the ITU’s High Level Experts Group on Global Cybersecurity. Two other members of the Panel were invited to contribute to “ICTs and International Security”, a special issues of DISARMAMENT FORUM, a publication of UNIDIR, the UN Institute for Disarmament Research. In February, the Chairman was invited to NATO in order to meet with the organizations’s leading experts on Cybersecurity, and discussed NAT0’s emerging Policy on Cyberdefense. The topic has been given novel visibility in the NATO Summit Declaration of Bucharest (April 2008).

As some member of the PMP are unable to continue with active status, the PMP has decided to look for additional members with a sufficiently diversified geographical and scientific background. From within the Erice Seminars, Professors Ablameyko and Rudzikas have joined us. Dr. Kahn and Dr. Bus have accepted to be associate members.

On the occasion of his visit here, Secretary General Touré has asked us for associate membership in his personal capacity, and has expressed an interest in participating in future meetings when possible. 

More important perhaps than his personal participation is the Secretary General’s offer to the World Federation – PMP on Information Security – to grant us the status as Associate Member of ITU (without the customary charge), a privilege few NGOs enjoy and which offers wider perspectives of cooperation. The Secretary General himself will undertake to arrange for the necessary formalities.

The PMP has decided, as soon as possible, to substantially upgrade its web page in both form and contents. The new page will then also be transferred to the extent desired to the World Federation’s general web presence. 

